
Tainted Hard Drives? Read This

Description

Could it be that the massive production output system of Communist China may have been able to set
up trojan horse programs on some external hard drives:

From a bulletin board post and confirmed at a second source:

Tainted Hard Disks with Trojans
I was planning to buy a new hard disk this thanksgiving. I researched a bit and came across
this.. Scary..

FOCUSED ATTACK: Large-capacity hard disks often used by government agencies were
found to contain Trojan horse viruses, Investigation Bureau officials warned
By Yang Kuo-wen, Lin Ching-chuan and Rich Chang
STAFF REPORTERS
Sunday, Nov 11, 2007, Page 2

Portable hard discs sold locally and produced by US disk-drive manufacturer Seagate
Technology have been found to carry Trojan horse viruses that automatically upload to
Beijing Web sites anything the computer user saves on the hard disc, the Investigation
Bureau said.

Around 1,800 of the portable Maxtor hard discs, produced in Thailand, carried two Trojan
horse viruses: autorun.inf and ghost.pif, the bureau under the Ministry of Justice said.

The tainted portable hard disc uploads any information saved on the computer
automatically and without the owner’s knowledge to www.nice8.org and www.we168.org,
the bureau said.

The affected hard discs are Maxtor Basics 500G discs.

The bureau said that hard discs with such a large capacity are usually used by government
agencies to store databases and other information.

Sensitive information may have already been intercepted by Beijing through the two Web
sites, the bureau said.

The bureau said that the method of attack was unusual, adding that it suspected Chinese
authorities were involved.
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In recent years, the Chinese government has run an aggressive spying program relying on
information technology and the Internet, the bureau said.

The bureau said this was the first time it had found that Trojan horse viruses had been
placed on hard discs before they even reach the market.

The bureau said that it had instructed the product’s Taiwanese distributor, Xander
International, to remove the products from shelves immediately.

The bureau said that it first received complaints from consumers last month, saying they
had detected Trojan horse viruses on brand new hard discs purchased in Taiwan.

Agents began examining hard discs on the market and found the viruses linked to the two
Web sites.

Anyone who has purchased this kind of hard disc should return it to the place of purchase,
the bureau said.

The distributor told the Chinese-language Liberty Times (the Taipei Times’ sister
newspaper) that the company had sold 1,800 tainted discs to stores last month.

It said it had pulled 1,500 discs from shelves, while the remaining 300 had been sold by the
stores to consumers.

Seagate’s Asian Pacific branch said it was looking into the matter.
__________________

There you have it. Subcontractors (see the Mobile Mag link) knowing to not do it to all the units, just
ones you think might be large enough to be purchased regularly by government agencies.

Think about it: Get the enemy to pay to send you their data filesand even to connect you directly into
their computers….pretty clever!Â  Now that’s a novel idea for technology enhanced digital
commuting…and it saves on creating gren house gases, too!
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